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Megfejtve!
Gratulalunk!

Mit irt Bruce ebbe a kdnyvbe? Az els megfejt ajandékot kap!

Kancellarosok és kriptolégusok nem jatszhatnak

Duna Tower
1138 Budapest, Népfiirdd u. 22. t:+36 1 2704tel, f: +36 1 2704fax, w: kancellar.hu
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Forras: http://www.internetworldstats.com www.netcraft.com
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Hibak megoszlasa
(adatok db-ban és szazalékban)
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Insufficient Authentication;
1.88%

Insufficient Authorization;

173%
' Other; 12,55%

Cross-site Scripting; 59,26%
Predictable Resource

Location ; 4,61%

Content Spoofing ; 5.96

0L Injection; 8,12%

Infarmation Leakage ;
5.90%

Web Application Security Consortium - Web Application Security Statistics Project 2007 — 826 website, 10 831 sérulekenyseg
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Source Error:

Line 94;:

Line 95: If Not huboError Then

Line 59&; Tz fuchePath = Inclodendr & “%° & Getvart"sitepath”, ", "' & "R

Line 57: strinclude = leerarchivo{includePath & includeFilal

Line S&8: If Reguired and strInclude = GN_¥ALUENOFOUND Then ' El dinclude no existe, pero SI es reguerido

Source File: EwehStes\GHNILNgnIws-In_eeiGhToalkox asp Line: 96

| in cAWINDOWS\Microsoft. NET\Framework\w2.0.50727\Temporary AS

System.Web.UlL Control. RenderControll HtmlTextWriter writer) + 22
System.Webh.ULPage.ProcessRequestMain(Boolean includeStagesBeforeAsyncPoint,

Version Information: Microsoft NET Framework Version 2.0.50727.42; ASP.NET Version:2.0.60727.42

Duna Tower
1138 Budapest, Népfiirdd u. 22. t:+36 1 2704tel, f: +36 1 2704fax, w: kancellar.hu
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Not shown: 65532 filtered ports H\VI“iye Iba eZ aZ

PORT STATE SERVICE VERSION
80/tcp open http Apache httpd 2.0.46 ((Re d Hat))

Y e R - el z ekben targyaltak
@ 70& 8 /0 2 & kozul?
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Requested URI.:

http://192.168.38.33:8860/servilet/Bnoop3ervilet

Request information:

Fecquest method: GET

Request URI: fservlet/3noop3ervilet
Bequest protocol: HTTPA1.1

Fervlet path: /servlet/Snoop3ervlet
Path info: <none>

Path translated: <none>

Query string: <nonex

Content length: <nonex

Content type: <none>

Character Encoding: <none>

erver name: 192,165.35.33

Jerwver port: S560

Bemote user: <nonex

Remote address: 192.1658.38.109
Femote host: 192.163.35.109
Authorization scheme: <nohe

Request headers:

HOST: 19:2.165.358.33:55860

TIER-AGENT: MozillasS5.0 (Windows; U; Windows NT 5.1; en-U3; rv:1.5.1.15) Gecko/2Z0080623 Firefox/2.0.0.15

ACCEPT: text/xml,application/xml,application/xhtml4xml, cext/html:q=0.9,text/plain:g=0.8, image/png, */*:q=0.5

ACCEPT-LANGUAGE: en—-us,en;q=0.5

ACCEPT-EMNCODRING: gzip,deflate

ACCEPT-CHARZET: ISO-5859-1,utf-S:;g=0.7,%:qg=0.7%

REFEREER: http://vww.google.hu/search?hl=hugclient=firefox—a&rls=org.mozilla:en-U3:officialég=allinurl:+snoopservlet&start=20&za=N
MAZ-FORWARDZ: 10

VIL: 1.1 bokreativ.gerstaecker.addonline.fr

Z-FORVARDED-FOR : <

@—l‘ OFWARDED-HUSTD www. KUENST IEETEEIT . OE ]
r

-FORWARDED-ZERVER: khokreativ.gerstaecker.addonline.f
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|f Request rRespunse [/Trap |

IHTTF‘,r 1.1 200 QK

Date; Maon, 22 Se

<7uml wersion="1 0" encading="UTF-8" ¥=

erver; WebsSphet
Content-Type: te
Content-Languag
Connection: close

LIDOCTYPE root |
IERTITY foo SYETEM "\ windowshwin in® =
3

Expires: Mon, 22
kinstances =

instance d="0ATA'

L CIDNEV b &foo; < /CIDNEV »

/

e e To)

Nem megfelel

osultsaad

\

JUSERID »

<PAGEID = NEWS < /FPAGEID
<SPYID = 71 < [SPYID >
< finstance =
< /MODEL>
<MODEL ic="ADMINMENU_DLC" cached="false">
<instance >

< JSEEMAINT _enabled =true < /USEEMAINT _enabled
< FMEWSMAINT _enabled=true < /MNEWSMAINT _ena
<MLACTO4 _enabled=trus < /MLACT 04 _enablg
<SETTIMGS enabled=true < fSETTIMNGS _&n
<PO5T _enabled =false < [FOST _enabledz
<MalL_snabled>false < /MAIL_snakled =
<MEWS_enabled =false< /NEWS_enabled =

< AROUT _enabled =true < [ABQUT _enabled =

< finstance »

[ LR

<MODEL id
<jnstance

e g Rl R e

URE=d2008175e0z 170 < /SSIGCNATURE >
="DATA" cachpd="trus">

[fonts]
[extensions]
[mci extensions)
files]

E[ME””

MAPI=1

[MZ| Extensions. BAK]
aif=MFECYicen
aifc=MFPECYiden
aiff =MPECVided|
asf=MPECViden

asx=MFECYiden

=CIDMEY =, Tor L6-hit app suppor

|| Raw View -

[#| Trap request [#] Trap response

Haw View

-

[#] Trap request [#] Trap réesponse

Duna Tower

1138 Budapest, Népfiirdd u. 22. t:+36 1 2704tel, f: +36 1 2704fax, w: kancellar.hu
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Form bevitel: "1 AND 1=0 UNION SELECT cardholder, number,
| expiration FROM creditcards”

] ON Sy 5Q) 2

59J9=D 1 i 59J9=D 1 i
KPL? 2 KPL? 2

I9P9 8 R% # I9P9 8 R% #

<A@ RSO *O <A@ :R% LP %R%

Mi lesz a valasz?

Duna Tower
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HL THIS 1S OH, DEAR — DID HE
YOUR SON' SCHOOL. | BREAK SOMETHING?
WERE HAaVING SOME

(OMPUTER TROWBLE. | ™ H ”“"’

\%m

%4

503/ 7/0
DID YOU REALLY WELL, WEVE LOST THIS
NAME YOUR SON YEARS STUDENT RECORDS.
Robert'); DROP T HOPE YOURE HAPPY.
TABLE Students;-- 7 x"
AND I HOPE
~ OH. YES. UITTLE “~ YOUVE LEARNED
ROBBY TABLES, L TOSANMIZE YOUR
WE CALL HIM. DATABASE INPUTS,

Source : http://xkcd.com/327/

Duna Tower
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Cross Site Request Forgery

1. Felhasznal6 bejelentkezik a vedett honlapra, megkapja a
cookie-t.

2. Nem zarja le a munkafolyamatot vagy a rendszer nem
ervényteleniti azt.

3. Felhasznalot raveszik, hogy latogasson meg egy oldalt
(levelben linkkel, azonos oldal foruman stb.)

4. Az oldalt ugy keszitik el, hogy let6ltéskor automatikusan
kerést inditson a sebezhet oldal valamely hitelesitést
igényl er forrasahoz.

5. Amennyiben az aldozat korabban hitelesitette magat a
sebezhet oldalon és ez a munkamenet még mindig él,
akkor a bongész automatikusan hozzaf zi a kéréshez a
megfelel cookie-t és az oldal elfogadja a kerest.

Duna Tower
1138 Budapest, Népfiirdd u. 22. t: +36 1 2704tel, f: +36 1 2704fax, w: kancellar.hu
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